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| *hosts - iEEE
HE) WEE EROQ) BBV ¥EEH)
# Copyright (c) 1993-2009 Microsaft Corp.
#
# This is a sample HOSTS file used by Microsoft TCP/IP for Windows.
#
# This file contains the mappings of IP addresses to host names. Each
# entry should be kept on an individual line. The IP address should
# be placed in the first column followed by the corresponding host name.
# The IP address and the host name should be separated by at least one
# space.
#
# Additionally, comments (such as these) may be inserted on individual
# lines or following the machine name denoted by a '#' symbol.

#

# For example:

#

# 102.54.94.97 rhino.acme.com # source server
# 38.25.63.10 x.acme.com # x client host

# localhost name resolution is handled within DNS itself.
i 127.0.0.1 localhost
# | localhost

[I 0.10.10.254 www_testfire.ne ]
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User-Agent: Mozilla/s.0 (Windows NT 10.0; WinB4, x64; nv:63.0) Gecko/20100101 Firefox/83.0

Accept: text/html,application/xhtml+xml,application/xml,g=0.9 */*;q=0.8

Accept-Language: zh-CN zh;q=0.8 zh-TW;q=0.7 zh-HK;q=0.5 en-US;q=0.3 en;qg=0.2

Accept-Encoding: gzip, deflate

Connaction: close

Cookie: zngsessionid=9a04863a6ffd0bB737fBd5Ea85278c; zATuZWGUB1=7kU3mtalI7B7VcOnBpa2 EfdZIFVWrs\WY glkdhdw==; JSESSIONID=CEE531DEEDO7 | BEDEEBI0331 EF0D7463;
ZNGIDSSTKT 47=pEER2Ty P36308387 HIBAAWPeB+RY CIDL2kk/qF gjHOAMBAAY 1 +xt57 hOBMxEChdnoCEGIBOby y 2KHXtdBT feXukBvy3qUc/3iCALKB Quja3e/MpWsaGshHD THw=; acopend
ZINGIDSSTK754=4Vt8s3nedalb155fGe7 LCUuNkBgtALCA4 GFHdgRQojdwXvwl7 BrmBssUTINGZER SW7120VphvQvAT hn3+ 05hBerkMSIgE SL7/n0aT2 Y lxkKEnkas 1 iHiCkEs=
Upgrade-Insecure-Requests: 1

4-39 Burp Suite GET i5KkiTELER

LN ERRARROBIRAT FBIE : 021- 62090100
FARSZTISHEE : websec@idss-cn.com RECRRSSERIE © 400-728-0510

ot : ST EREXKENR 388 F 5 SERBEHIL 6 B
27156


http://www.testfire.net/

IR WEB N AR EBIFRSE PR

W Burp Suite Professional v2.0.11beta - Temporary Project - licensed to By rr
Burp Project Intruder Repeater Window Help

{Dashhoard (Target Proxy | Intruder I Repeater I Sequencer (Decoder I Comparer I Extender I Project options I User options ]

j Intercept T HTTP history IWehSockets histary T Options l

/ Request to http://10.10.10 254-88

l Forward J l Drop J | Intercept is on | Action

Raw | Params | Headers | Hex

PUT/ HTTR/1.1

Host: 10.10.10.254:88

UserAgent: Mozilla/s.0 (Windows NT 10.0; WinG4; x64; v:69.0) Gecko/20100101 Firefox/E3.0

Accept: text/html,application/xhtml+xml application/xml;q=0.9 */*,q=0.8

Accept-Language: zh-CN,zh;q=0.8 zh-TW,;q=0.7 ,zh-HK;q=0.5 en-US;q=0.3 en;q=0.2

Accept-Encoding: gzip, deflate

Connection: close

Cookie: zngsessionid=9a04863a6fd0bE797 5 d5Ea85278c; zA7uIWGUB1=7kU3mtallFB7VcOnBpg2EfdZiIFVWrsWY gkJNdw==; JSESSIONID=CEE531DEEDO7 1 BEDEEBI0331E70D7 463,
ZNGIDSSTKT 47=pEER2TyP36308357 HIB4 AWPeBHRY CJOL2kk/qF qjHOAMbAAY 1 +x157 h OBNMxEChdnoCEGrBOby y2KHXtdB7 feXukByy3qUe/3ICALKB Quja3c/XpWsaGshHO 1 Hw=; acopend
ZNGIDSSTKF54=4Y18s3ne4a0k 155G e7 LOUUNKEtAUCA GFHdgRDojdwvwl)7 BmBssUTINGZEN SI7120VpNvQvATbn3 +105hBerkMElgE SL7 /n0aT2 Y lxkKankBE 1 iHICkEs=
Upgrade-Insecure-Requests: 1

[ 4-40 Burp Suite GET &K% ( PUT 5k ) &R

= B eemilE

B SERSERNES

#S  HE L] AT IR0 RRES JRARR Rt HE CE - AEEEGL  HH

HTTPHIIES

4-41 HTTP ERTTEERIEERE

4.3.2.2. HTTP tiHydEH——iIK7S63

SRiSECE

R 1 LUERLHBE  LAURLESR "www.testfire.net” Jofill, 1%#%F "PriHECE > ERtFHEE S > ERHHHRIESIER" |

R (Fg] BINRE , HEREFS 1~3 RAEAEHEN=MRE TR " & emEmERE  FIEERIRANE] 4-42

A7,

M= ERRARDBIRAT EiE : 021- 62090100
FARSZTISHEE : websec@idss-cn.com RECRRSSERIE © 400-728-0510

eyt - EiSHERRRAENR 388 7 5 SEAESTL 6 B
28/56


http://www.testfire.net/

IR WEB N AR EBIFRSE PR

= A BRMERE R

BRI, ATHTTPESEEAREEY [ 5 |

HTTPHE I SRS

00 01K 302X

[ o |
E 4-42 ERtpHEERERE

SR 2 RSN "REEERT. RBER" DR CREKUER" , HII0 - FEERERERA “test” | REXUGRN

“www.testfire.net” ( IEXT IS SEORGAHEHES “10.10.10.254:88" ), &1 "HTTP tMY3s4]> HTTP RASMISE" |, FF

ISIIEZEES "(,:' " IERAIFRY HTTP IRSAZSAS /e “200" “ 301" " 302" (tEalmds [iAI0] thiRiEsaiias
13), =& [fR7F], 2E 4-43 Fs.

| i
HTTPE A s [ @] RAEILNE, SAHTTPRESBETHEREY
HTTPHSIES | SO
& 4-43 HTTP JRZSADIEHIRIRECE
SREBISIE

PAEECESERSE | SRS AR R ILREIRT HTTP RZSMEAIIN “304" BY , SRR , AEEMRSERE

LEMZEERARROERAS EHiE : 021- 62090100
FARSZTISHEE : websec@idss-cn.com RECRRSSERIE © 400-728-0510

eyt - EiSHERRRAENR 388 7 5 SEAESTL 6 B
29/56


http://www.testfire.net/

IR WEB N AR EBIFRSE PR

WiR CASEE-RPERT SESEET , SRI0E 4-44 .

= BsEEzenEns

| ZLhER®ER
(] E=nes=was

| ZepEEsmE

C
(] w2 mia uiD B HWD HWER HHiFE URLigsh i

019-10-18 14:2158  af5a6267cB19699650619e0303bcBc5 | HTTPHINIGE 10215 HTTPH#ZEE4 RESP_STATUS:304 0.10.10.254/magesipf_lock gif

1 4-44 HTTP RIS EEE

4.3.2.3. HTTP thili=hl—iaREmE3

SRESECE

SB1 IRTeHEBE LRGSR “10.10.1047" Jfl. &F "BHEECE > EAtHHEE > Bl #ERIsIIR" | RE

n

(Fri%] RINRES , EREFS 1~3 RAKAETH=FRIE T A RHEERIBRIRT | FTERERUNE 4-45 A

TRe

= WIRE ERMEIRKE wiEme

TIPSR & =
T — EMEDE, ANHTTPSREERGRE D
T I FFRHTTPA RS EAHTTRISR%E
DE 4 Lt
I HTTPigRR s
TTPERAR:
TTIPHERARE
TTPER
HTTPIE

E 4-45 ERtpHEERIERE

S8 2 ETINBIN RIEEIR" . "RESHEA" AR "RERIER" BIa0 FERIEEMN "test” REXUER79"10.10.10.47"

(S OSP4 10.10.10.254:90" ) HFE“HTTP ihilisls HTTP skt Framaerr @) -

M= ERRARDBIRAT EiE : 021- 62090100
FARSZTISHEE : websec@idss-cn.com RECRRSSERIE © 400-728-0510

it - _ESTHERX RN 388 F 5 SKERESHL 6 2
30/56


http://www.testfire.net/
http://www.testfire.net/

IR WEB N AR EBIFRSE PR

TR HTTP i53k4miS 8 "HEX” "BASE64" , ZEIEAY HTTP iEkéwi3/s "URL". "UNICODE" |, =i ({R=F] . @0

4-46 A7,

=  wOEE HushERs SEEwE

I s

10.10.10.47(10.10.10.47-10.10.10.254:90)

[ @) ERIEE, ANHTTPEREN TRE S

SEIFRHTTPERSE EHOHTTPIERSEE

=
& 4-46 HTTP iSRS EHI RIS ECE

SRESISIE

DA EECESTRSE | $TXIARSSRRARAMREELE HTTP iSSR0 "URL" B , iSRS  AEEMSEAT | EEF

"BEEE-2MHEE EEEERS  BRUNE 4-47 Fi.

= Ba8W zem@os

| Z2IEEaEST

2 () =anasswbs

[ ] 5o |
4-47 HTTP iEKIRmIEHISEEZERE
4.3.2.4. HTTP {¥EHl—aKER
RIBHCE
BN EREAROBIRARE EHiE : 021- 62090100
FARSZTISHEE : websec@idss-cn.com RECRRSSERIE © 400-728-0510

eyt - EiSHERRRAENR 388 7 5 SEAESTL 6 B
31/56



Wiz WEB R EMIFR ST PP {ERFM

SB1 LMETEHES  LURLR "www.testfire.net” Jofi, &% "BHHECE > ERtEHHECE > ERHHERIRSIER" |
i [Fr8] HINRE |, B REFS 1~3 RREABTH=MREE T " E RIHEERERR | FERERINE 4-48

Fﬁ’]\c
= S B R
| fiEsREs
ERER | test .
XEhs xwoww.testfire net(10.10.10.254-10.10.10 254 88)

WP | BEEESsEW =2t

BRI, ARHTTPERIHE TR 8 &
& HE 1 ws B
HTTPRReRS
EFEE
HITPERERIEH
HTTPERRSEH
HTTPIREIAESH

E 4-48 ERtpHAERIERE

SR 2 RRERGNEA RS RIEEE" LR CREREER", G0 STERIEEIRA “test” | REKUARA

“www.testfire.net” ( WIEEXTIIESAORA B “10.10.10.254:88" ), &R "HTTP thiddzs)” > “HTTP gk & EE

#" , FFETIREFX D ", R [AIN], S8 HTTP iSREIRES , XMREN "&FR". "E&EN . "WE". "5l
8" XELAZIEERE htm FiFEAM , mF (REF], W& 4-49 Fi7r.

FBHTTPIERERIZH

- &R test

W

4-49 HTTP IERA =S RERECE

FEMZERRARDBIRAT FiE : 021- 62090100
B #50RE : websec@idss-cn.com RECRRSSERIE © 400-728-0510

it - _ESTHERX RN 388 F 5 SKERESHL 6 2
32/56


http://www.testfire.net/
http://www.testfire.net/

IR WEB N AR EBIFRSE PR

SRESISIE

DA EECESTRkfE | SRS 2ERIDIMEE LR htm BRRT |, SSBRIRE A EERSERS | &% "REEE>

ZeHHAE" BEEEERE  ERINE 4-50 Fik.

| Z2mEEAR

m (] =E=ResawEs

we e uiD BITE MWD MNEE LS URLImkH SHhE #EP

bic15605  HTTPHES

&l 4-50HTTP S RFRITH ELERT

4.3.2.5. HTTP {hEHl—aRAS

SRESECE

R 1 LUBEREHEE  LAURLESR "www.testfire.net” Jofill, 1%#%F "BriHEcE > ERtFHHEC S > ERHHHRIETIER" |

ek (] RGNS | S S 1~3 RATAL SIS TR © L SemEERDe | STMREANE 4-51
Fi7m.
| BiEE
EEENEE, SNHTTPHRNATHTIGE m
=)
4-51 ERtprifcEmIER

EENZERRARBBRAE FEiE : 021- 62090100
FARSZTISHEE : websec@idss-cn.com RECRRSSERIE © 400-728-0510

it - _ESTHERX RN 388 F 5 SKERESHL 6 2
33/56


http://www.testfire.net/

Wiz WEB R EMIFR ST

PP {ERFM

S|2 RRTINEAN "REEEIR" " RISHEA" AR "KEKIER" B0 FrE sk EFRs test” XKERUG9"10.10.10.47"

(RS bt s pIRGiPAE9 " 10.10.10.254:90" ) j@&iE "HT TP #ildzthl > HTTP iERAE =" ﬁEﬂJﬁEF?&"D "

i [R0], #r8 HTTP IS KRAES , JMRHEAN "&FR". "URL", "t&lS40". "IuEcEl". "RE". "sifF" , XELL

2)E3E5k URL B8R4 “/awstats/awstats.pl” TXS# “config” WNAEA "owaspba” A, st [{RF], W& 4-52

Ff7m.

MIBHTTPIERAEES

* B test

fawslats/awstats.pl
config
BEES

owaspbwa

EiEAE

4-52 HTTP Bk HIsRIgECE

SREBISIE

VA EBCESERkE | STXIIRSS2RAAMEEILREIR HTTP IERAEE  MiaREEE  FEERSERS |, &% "H

TEE>Z2BHEE BEESEHES, WE 4-53 Fim.

| ZEHHETIE

oo

| e =@ uiD EROE RS R0 ANER K& URLIBHE WFAE
b WEATEN ( TTPEER C a/dvw T
E¥S ERSESHAROHRATNS
<3 EERENDY 2
S « BRI , ANHTTPRROARSGREEY HESACE
v HITPRSERH &5 URL ISR BNER PLRRARST [ e E
TP RASEY ARELN password ST =iHE

4-53 {ERANEFEHIIEIE
BRI ERRARRDERAT
ARSI © websec@idss-cn.com

it - _ESTHERX RN 388 F 5 SKERESHL 6 2
34156

EBiE : 021- 62090100
FEERBRSSERIE : 400-728-0510


http://www.testfire.net/
http://www.testfire.net/

IR WEB N AR EBIFRSE PR

4.3.2.6. HTTP tH}iZHl—INMAE
RIEEE
SB 1 LMEx2ERE , RS 10.10.1047" 6. %2 "BHORE > MRS > B ERIESIE | S

& (58] IR, HESEFS 1~3 RAEASSISHEIT © L ReRERERE | SN 4-54

B,

= wEERE BESERS RETE

ERIRE, BYIH PRSP S TRE R m

TP L URL fi-d MR TRt KR o B

=
& 4-54 ERtpHEERERE

S8 2 IFETINEN RIBEIR | REEHEIA" IR "RERIER" FI90 SRR “test” KERUERY9710.10.10.47"

(RERF LS s EIRGiPbaE9 " 10.10.10.254:90" ) j66iE "HTTP izl > HTTP IR P Zs il ,FE‘I}J%‘EF%”(*} !

i (R0, #rig HTTP INAEES |, JIRIEAN "&FR". "URL". "W&E". "sifF" , XELIZIEEK URL BEA

“/wordpress/” THJ “New Plug-ins” RZEF , 20& 4-55 f7w.

M= ERRARDBIRAT EiE : 021- 62090100
FARSZTISHEE : websec@idss-cn.com RECRRSSERIE © 400-728-0510

eyt - EiSHERRRAENR 388 7 5 SEAESTL 6 B
35/56


http://www.testfire.net/
http://www.testfire.net/

Wiz WEB R EMIFR ST

PP {ERFM

EMEHTTPERAEEH

test
Iwordpress/
body

BEF

New Plug-ins

0

4-55 HTTP MRS HIsRISECE

SRESISIE

VAEECESERE | SRS ERANARIREELERT HTTP IIRZASES , s MERRE=

B>ZefHEE" EESEAS , FSRUE 4-56 Fim.

 FFEEREERE  EF "BEE

= EBEReenEis

| ZepEREER

SR *F | e

O ==Rss=sas

| ZefEBasEnE

= [ ]

HiE uiD T WD RNES  KETE

0 ==

[0 1 20191019141210 3a1SieScec2988eTa7a5760dbc6i0d | HITPHIBIER

RESP_BODY-<IDOCTYPE himl PUBLIC "/W3C/DTD XHTML 1.0 Transitional//EN"

tp:Jiwwww 3. org TRAhmI 1DTD/xhim I 1-transitional did™ <htmi xmin

& 4-56HTTP N ASIEHIEERE

4.3.2.7. HTTP tihidEHll—iakLEp

SRESECE

SE 1

SMEEeBER  LAdubR" 10.10.1047" A6, &% "BHEBECE > EMPHHECE > BERERIRIIER" |, |

& [Fri8] KRS , FEREFS 1~3 RRARABTH=MEE TN E RAHEERIER0TT |, FrEsRERANE 4-57

Fi7.

BRI ERRARRDERAT
ARSI © websec@idss-cn.com

it - _ESTHERX RN 388 F 5 SKERESHL 6 2
36/56

EBiE : 021- 62090100
FEERBRSSERIE : 400-728-0510



Wiz WEB R EMIFR ST

PP {ERFM

(= wems sy saza

| wizFRs
RS test TR
XERSAS x10.10.10.47¢10.10.10.47-10.10.10.254:90)
HTTPH LSS MEmEEssd HA
TR BRI, QFNTTPH AT XM e
B EsRiR IR HE B
EEBE
e
FE [T S e VLT e R
HTTPRARZA S
HTTPRLBEN e
HTTPIREE S-SR

& 4-57 ERtpHHECERISRE

SR 2 IETXINEN RIEEIR" . "RESHEA AR "RERISR" a0 S SRIE RN "test” KEXU5R79710.10.10.47"

(RS ILbuh s pORGiPtaE s “10.10.10.254:90" ), ig&HE "HTTP tild=hl" > "HTTP iERLEizH" |, FFRTHREFFRLAR

MIESESESS () "R (0] SERCEN "FRR. EEIERT. RIS, (e, "FESRRY . EET

XEBLZEIEFAHEFE "User-Agent” TEIRZEA "Mozilla” A, =5 [fR7F] , 20 4-58 Fi.

FEHTTPIER LA

* TR User-Agent
ERER: RE
FEHIRRE: as
2.7 ) b 175

* PR Mozilla

it =LA

4-58 HTTP iERAABEHIRIEECE

BRI ERRARRDERAT
ARSI © websec@idss-cn.com
ik EEHEREX AT 388 F 5 SXAHSET 6 2

37156

FiE : 021- 62090100

FEERBRSSERIE : 400-728-0510


http://www.testfire.net/
http://www.testfire.net/

IR WEB N AR EBIFRSE PR

SRESISIE

A EECE TS | STXIIRS AW EEILREIRY HTTP iERLEMERRT , SRR , FEEMRSERT | &F

"BEEE-eMHEE EESERE , SRUNE 4-59 Fi.

| Z&HEAEES
m [ s=nesmmas
| Z2BERLRE
@
& 4-59 HTTP RSBisHIEEHE
4.3.2.8. HTTP =% —Im RSk 3R
RESECE
8] 1 SNE=23ER  LUKiER" 10.10.1047" Hfl, #5EE "IHEEE > Bt HECE > EprHRgsIR" |, =
& [Fri] NSRS EREFS 1~3 RAZNAEHHN=FSRIE T - A REHEERIERT] |, FTESRIRUNE 4-60
Ffrs.
1 Biawe
BRENRE, SHHTTPESRETREEY m
[ o7 ]
4-60 EnHPHEE BRIERE
MR ERRARDERAT EEi& : 021- 62090100
FARSZTISHEE : websec@idss-cn.com RECRRSSERIE © 400-728-0510

it - _ESTHERX RN 388 F 5 SKERESHL 6 2
38/56



Wiz WEB R EMIFR ST PP {ERFM

S|2 BRI "REEEIR", " SRISHEA" AR "KEKIER" B0 FrEiRigaFRs test” XKERUG9"10.10.10.47"
(MBIt us A pOBFE Yy “10.10.10.254:90" ), i&4% "HTTP #84%H>HTTP MaRSLERES" |, FHEThREF KA

JUESESESS D ", mis GRn), SIRHEN "FER. "EEIBER. EHESRET. (IUEER . RESEE . EET
XEBELAZEIEAEIHFER “Set-Cookie” THIABA “zngsessionid” A, |5 [(RF] , WE 4-61 Fi7w.

FBHTTPIARILERARY

*FE:

Set-Cookie

zngsessionid

Sl

4-61 HTTP MRk EpiaHIsRrSECE

SREBISIE

VAEECESERE | SRS ERANAMREEILRERY HTTP IMASLEMERE  MSHEIRE , FEEREERS | 15§

'BEEE>-efHEE EESERE , SRUE 4-62 Fi.

E BEEiE 24mEas
| Z2EHaEER
EERIA sav | meroewes [ esfsssBAs
| Z2THAF7IE
[ |
(J =& @= uiD RIAFE MWD MER WS URLIEtE
j 1 2019-10-1914:35:33  3a15fGe5cec2988e787a5780dboebild HTTPIIS S RESP_Set-Cq a 6 730. pa tponly; 10.10.10.2544|
4-62 HTTP NaRLER =S EERE
EENLEERARROBERAT FEiE : 021- 62090100
BRI © websec@idss-cn.com RECRRSSERIE © 400-728-0510

it - _ESTHERX RN 388 F 5 SKERESHL 6 2
39/56


http://www.testfire.net/
http://www.testfire.net/

Wiz WEB R EMIFR ST PP {ERFM

4.3.2.9. REHEER

SRESECE

SB1 IRTeHERE LRGSR “10.10.1047" Jfl. &F "BHEECE > ERtHHEE > Bl HERIIIR" | RE
(Frig) RNk ERERFS 1~3 RAKANBHH=FREET E " IRtHEIRRIBEDE] | FTEERIRANE 4-63 .

= wEES EMsHRS sEnn

| SR ~uE
EMER | test EEIEE
XBtE | x10.10.10 47(10.10.10.47-10.10 10 254:90)
HTTPRS)  MSBS2EE | b
PRTAEETH ERENE, SRNESRESHNEEAE m
& L] SEERURLISHE 3
ETEE
i E6RRS BB, XS REEER &
aH pC ] wE =
BEBE
BETNAMPEE ERIEYIEE, SR PSS AE RS
ETERE [,

E 4-63 ERtpHAERIERE

S22 BB R, " SRISHA " AR " RERIE R B0 FrEiRIgEFRs test” XKEXUGR910.10.10.47"

( WSS IS Ao AtElES “10.10.10.254:90" ), &% "Hith> BETEEER" , FFEWEEFFX () " oaE S
ml], FESETNEEERES , WA "SR, "W, "EEE url #ht | XBURWEEA "403" B, EEERE

£ "http://www.baidu.com” A, mE [£R7F], UNE 4-64 A7,

MERENAEERRS

* BH: test
* BReES: 403

* SERURLIHE: hittp:/Aww baidu_ com|

wE

4-64 RENHEERRIEEIE
EENZEERAROBRAT
RSB : websec@idss-cn.com
ek EETHERRAERR 388 F 5 SHEESHL 6 2
40 /56

EBiE : 021- 62090100
FEERBRSSERIE : 400-728-0510


http://www.testfire.net/
http://www.testfire.net/
http://www.baidu.com/

IR WEB N AR EBIFRSE PR

SRESISIE

DA EECETTRkfE | $HTIRS2RAARHBOIATSAS "403" B , BISHRIEE  FEEOEREER , £55RINE 4-65 Ak,

i) S5 @ https://www.baidu.com

#E  haof2d HE HHE RE 2A

A
Bai®hEE
s En
SR oo -
BtEEREASHEARALET LERHERERR EREASST  MEAERss

4-65 RENHETEHER

4.3.2.10. 3Z{ L{ERRHY

SRESECE
SB1 IETeHER LRGSR “10.10.1047" Jafl. &% "BhEECE > Bt R E > B ERIgIIR" | Rt
(] RINEERS , ShE SRS 1~3 RATALSISMEIETA © - ReRETERERDaT | FessinE 4-66 7
e
I e “u
ARAMEER RERWE, FRAASEEERSEERA m
SO HERS RFREE, P HE R TR s m
4-66 EntiHEc ERmIERE
M= ERRARDBIRAT EiE : 021- 62090100
FARSZTISHEE : websec@idss-cn.com RECRRSSERIE © 400-728-0510

eyt - EiSHERRRAENR 388 7 5 SEAESTL 6 B
41 /56



Wiz WEB R EMIFR ST PP {ERFM

S22 RRTIREAN "REEEIR", " RISHEA" AR " KEKIER" B0 FrE iR EFRs test” XKERuG9"10.10.10.47"

\\\\\

S LIEIRFIECE |, WA "B BT XHER | XEXHERN "php” RELENF mE (RE] GE
4-67 Ff7r.

ST EERREIaRE

* Ff: tes]

* M{HER: php

&t

El 4-67 3 LERRHISRIRECE

SREBISIE

VA EECETeRkfE | $TXIIRSSRE L& php USRS , SESBNIRIREE | FAEEMEE

:|_, ] 1&;# 'L: EE>§§B)\J_&H
BE" EFEZEHE , ERUE 4-68 A7,

= Bis@asn@nd
| zepmRsEE
= P [ mane=awes
| ZEBEEAE
| == R
O == wma& U AT AWD  ERES WeaiElE URL g4 BERAR  EP ARMEIA K5E e
E‘ 1 2019-10-191532.34  3a15f6 70039 PHPRIFITGHEM FILES 1php 1010 10 254WackoPickoipiccheck php POST 1010208 [amA 403 v
B 4-68 4t LIERREIEZH
=
4.3.3 i
eDeDde 5

B EESEAINE | EEmNAINE R A SRR T ECE.

FEMZERRARDBIRAT EiE : 021- 62090100
BRI © websec@idss-cn.com RECRRSSERIE © 400-728-0510
ek - EETHERR AR 388 F 5 SHAESHL 6 E

42156


http://www.testfire.net/
http://www.testfire.net/

Wiz WEB R EMIFR ST PP {ERFM

| LETBRSIURL ~
©

O == E e URL mERE R HE e HiE  ETRE OB
[:] 1 2019-07-23 15:57:15 fFire afk robl BE argument nid=([-C  )&proje’  +([-0-8]+) nig: ‘projectid={ L3 =i £ |
] = 2019-06-14 18:14:10 F felput  Pre fne body showl  ew\((-?|  +),(-?[0-8]+)' sh  BView('$1'" 1 =8 e ]
D 3 2019-06-14 16:53:03 Stham 'i.fp. e . pil- body pid= 9]+) pi 1 R .
] a 2019-06-1416:5300  irsthand B e body nid= ap)aproifll =-210-914) ni|  Japrojectid #  Ea Z @
D 5 2019-06-14 16:52:57 Firsthand/ty ah e body getl eBaselnfc H0-9]+)Y) ge 1seBase 51 & E#|l [Fa |
D 6 2019-06-14 16:52:54 Firsthap~ shy [ e body sho Jinfer('(-* )N sh rgir ') i3 E#| [Ean |
D 7 2019-06-14 16:52:50 Fndnyfc-sh‘ lo e body pid= I)-9]+‘ pid=] 1 & .
D 8 2019-06-14 16:52:41 iTYFC.fwxfpubl\s—hiF‘ruiﬂForP.n ik} body "prg g -9]+)" "propid™"§1" L3 k=t 8

4-69 HUEHIMECEY IR

SRiECE

R 1 LUBEREHER  LAURHLESR "www.testfire.net” Jofill, 1%#F "B E > $EiRENEC & > BERLHHRIESIER" |

HEIERARIE FHETREX () "R (ErE] AINERAR TR RSN URL BN "I0E750" © "URL" |
"WE . R . EE . mES . "EITRE . REED BXERRE . =T (], XELLURL B

5 "/indexjsp” THY “Phone” WZHEY "1.800.555.0002" FHEHA “xxxx" Fffl BELBELERWNE 4-70 B 4-71 Fim.

o

body

/index jsp
1.800.555.0002

X000

L3

4-70 HUENBECEMIBR

FEMZERRARDBIRAT EiE : 021- 62090100
B #50RE : websec@idss-cn.com RECRRSSERIE © 400-728-0510

fbht : EiSHERX AR 388 F 5 SERESHL 6 B
4356


http://www.testfire.net/

IR WEB N AR EBIFRSE

FRFE R

= MERE SERSEE S5 CRENURL

O == L=t o) URL T (73 RE

[ 2019-10-18 16:34.56 findex jsp e body

000 ® == Ty |

4-71 RN SR B RIS R IR oL

SRABISIE

PAEECESERE | $TXIBRS 2R BfRubmRIFT IS , 2&M "Phone” WA “1.800.55.002" ARSI "xxx”

XHECEEERANE 4-72, Bl 4-73 Fi.

PERSONAL SMALL BUSINESS

INSIDE ALTORO MUTUAL

Contact Us
Have a question? It's easy to reach us.
E-mail

Filling out the enline form is the mest efficient method of contact. If you are requesting a change to your account, please call the phene number
listed below.

Phone

To open a new account, please call:
1 55,

-
8:00 a.m. - 6:00 p.m., Eastern Time, Monday - Friday

st e
For assistance with your account, please call: éﬂﬁgﬂﬁgﬂ E[]

1.800.555.0002
24-hour touch-tone banking information is available 7 days a week.

To contact us by mail, you may send inquiries to:
Altoro Mutual

Altoro Mutual Tower

Anywhere, MA

E-mail Security

Any inquiry you send to Altoro Mutual via our Contact Us page uses Secure Socket Layer (SSL) encryption. SSL helps to ensure that your personal
information remains confidential.

To take advantage of SSL, however, you must have an SSL-compatible browser. Altoro Mutual recommends you use the following browsers:

« Windows and Unix operating systems: Netscape Navigator 4.08 or later, Netscape Communicator 4.7 or later, and Microsoft Internet Explorer
4.01 or later.
« Macintosh: Netscape Navigator 4.08 or later, Netscape Communicator 4.7 or later; and Microsoft Internet Explorer 4.5 or later,

Go to Netscape or Microsoft for downloads.
Mail Subscription

Altoro Mutual often Introduces new and exciting promotions. We encourage all visitors to subscribe to our malling list to receive these incredible
offers.
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Have a guestion? It's easy to reach us.
E-mail

Filling out the online form is the most efficient method of contact. If you are requesting a change to your account, please call the phone number
listed below.

Phone

To open a new account, please call:
1.800.555.0001
8:00 a.m. - 6:00 p.m., Eastern Time, Monday - Friday

For assistance with your account, please call:

-hour touch-tone banking T ~ available 7 days a week.
Mail

To contact us by mail, you may send inquiries to: or N
Altoro Mutual yﬁ?&ﬂ%giJ =

Altoro Mutual Tower
Anywhere, MA

E-mail Security

Any inquiry you send to Altoro Mutual via our Contact Us page uses Secure Socket Layer (SSL) encryption. SSL helps to ensure that your personal
information remains confidential.

To take advantage of SSL, however, you must have an SSL-compatible browser. Altoro Mutual recommends you use the following browsers:

* Windows and Unix operating systems: Netscape Navigator 4.08 or later, Netscape Communicator 4.7 or later, and Microsoft Internet Explorer
4.01 or later.
* Macintosh: Netscape Navigator 4.08 or later, Netscape Communicator 4.7 or later, and Microsoft Internet Explorer 4.5 or later.

Go to Netscape or Microsoft for downloads.

Mail Subscription

Altoro Mutual often introduces new and exciting promotions. We encourage all visitors to subscribe to our mailing list to receive these incredible
offers.
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